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Abstract

This paper investigates the stabilization problem for stochastic net-
worked control systems under periodic denial-of-service (DoS) jamming
attacks. First, the resilient hybrid-triggered communication scheme is
developed to reduce the network transmission data and improve the
utilization efficiency, where a Bernoulli distribution is used to charac-
terize the switching protocol between time-triggered scheme and event-
triggered scheme. Then, a resilient hybrid-driven control protocol is
designed, and a new switched stochastic system is constructed. Suffi-
cient conditions of the mean-square exponential stability are derived
for the underlying system under DoS attacks. Furthermore, a co-design
scheme of the feedback gain and the hybrid-triggering parameter is ob-
tained by solving linear matrix inequalities. Finally, a satellite control
system is employed to illustrate the virtue and applicability of the pro-
posed approach.
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1 Introduction

The long-distance transmission characteristics of the network contribute to
the networked control systems (NCSs) penetrate into every corner of social
life, such as smart home, automotive automation, unmanned aerial vehicles,
intelligent transportation system and so on [1, 2, 3, 4, 5, 6, 7, 8]. However,
the widely open network environment means the exposure of some system
nodes and data transmission channels, which leads to a widespread existence
of security problems [9]. In particular, cyber attacks, that can be roughly
divided into denial of service (DoS) attacks [10] and deception attacks [11],
have become major disrupters to threaten network reliability, which aim to
degrade the performance of the NCSs by breaking and/or modifying the
transmitted data over network. Owing to the real-time requirements of the
controlled system in network environment, security problems of NCS have
been extensively attracted by the scholars.

As stated in [12], DoS, as a more frequent and harmful network attack,
is one of the priority problems in NCS security. Its main purpose is to in-
terrupt the signal transmission path, resulting in measure channel (sensor-
to-controller) and/or control channel (controller-to-actuator) cannot send
the state/output information or control signal in real time with receivers.
Based on the attacked network, some theoretical results have been reported
to preserve the security of NCS, see [13, 14, 15, 16]. From the point of
attackers, using the techniques of switched systems, security control prob-
lem on the duration and frequency of DoS attacks was considered by using
linear matrix inequalities (LMIs) in [13]. The resilient filtering problem for
NCSs under intermittent DoS attacks was solved in [14]. The interactive
decision-making process of attackers and smart grid security strategies were
simulated by game theory in [15] and security issues in remote state estima-
tion of cyber-physical systems were considered in [16]. For the problem of
NCS security under periodic DoS attacks, the literature [12] considered the
defense of DoS attacks with known period upper bound from the perspec-
tive of security control, and obtained sufficient conditions for the controlled
system to be asymptotically stable.

Recently, taking the limited communication bandwidth into considera-
tion, event-triggered scheme (ETS) has been introduced in many interest-
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ing studies, leading to a growing number of important publications (see
[17, 2, 18] and the references therein). Many of the mentioned literature
above, only the pre-set trigger mechanism is used to study the performance
of the system, however, the trade-off between network resource and system
performance is not considered. Optimizing the method of data transmission
in NCS is one of the problems to be solved, especially when the network is at-
tacked. In particular, under the bad influence of DoS attack, how to reduce
the network communication burden and reasonably and intelligently select
the transmission signal to ensure the performance of the system has become
an urgent problem to be solved. To tackle this problem, the literature [11]
has proposed a hybrid-drive communication scheme, which contains time-
triggered scheme (TTS) and ETS. However, this scheme is only applicable to
the stabilization problem of NCS under stochastic deception attacks. Then,
how to design a new communication scheme to remove the impact of DoS
jamming attacks and then ensure the stability of stochastic NCS is an open
problem.

Motivated by the problem above, contributions of this paper are gener-
alized as follows:

e A resilient hybrid-triggered communication scheme (RHTCS) is pro-
posed to remove the impact of DoS attacks and make full use of net-
work resources. Affected by the sampling period and DoS attacks, the
stability of the considered system may not be guaranteed under ETS,
while the proposed RHTCS can effectively ensure the system security.

e The model of switching stochastic system is established under RHTCS
and periodic DoS jamming attacks. On the basis of this model, the
criteria of stability and controller design are obtained by solving LMIs.

Notation: (2, F,P) denotes a probability space, in which Q stands for
the sample space, F is the o-algebra of subsets of the sample space and P
represents the probability measure on €. Let R™ ™ be a set of real n x m
matrices. For a real symmetric matrix R € R™*" R > 0 (R > 0) represents
that R is positive definite (semidefinite). The sign He(R) stands for R+R7T.
The symbol * indicates the symmetric term in a symmetric block matrix.
Define a norm |||l = sup ||o(s)||, where || - || denotes the Euclidian

h<s<0

norm of R™.
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Figure 1: The framework of an NCS under DoS attacks

2 Problem formulation and Preliminaries

2.1 System description

Consider a stochastic system on the probability space (2, F,P):
dz(t) = [Az(t) + Bu(t)]dt + FEx(t)dw(t), t > 0, (1)

where z(t) € R”, u(t) € R™ and w(t) are the system state, the control
input and a one-dimensional Brownian motion on the probability space,
respectively and A € R™*" B € R™™ and E € R™"*™ are known matrices.
The Brownian motion w(t) satisfies E{dw(t)} = 0 and E{d%*w(t)} = dt.
Assume that the pair (A, B) is controllable.

As shown in Figure 1, when the signal is not attacked during network
transmission, the general form of controller is designed as follows:

u(t) = Kx(t;h), t € [tjh,tji1h), (2)
where t;h(j € {0,1,2,...},tp = 0), denotes the sampling instant of successful

arrival at the controller and h represents the sampling period. K is the
controller feedback gain to be designed.
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2.2 Periodic DoS attacks and control law

As seen in Figure 1, considering the type of DoS attacks, its mathematical
expression is shown as follows [12]:

1, t e [nT,nT +T),

0 ~ (3)
L tenT+T,(n+1)7),

SDOS(t) = {

where n € N, T' > 0 and T represent the period number, the period of the
jammer and the sleeping time of the jammer, respectively, with T e [Tvmin, T)
(fmin > 0 is a constant ). Therefore, the interval U,en[nT, nT—i—f) indicates
that DoS attacks are sleeping, and the interval Unen[nT+T, (n+1)T) implies
that DoS attacks are active. As mentioned in [12], T does not require time-
invariant. Therefore, when we assume that T = fmin, which implies that
the attacker maintains a worse-case jamming scenario.

In the interval Upen[nT + T, (n 4+ 1)T), the released data cannot suc-
cessfully arrive at the controller, and the control input cannot successfully
reach the actuator too. Thus, under periodic DoS jamming attacks (3), the

control input u(¢) can be indicated as

u(t) _ K:L’(tjerlh), te [tj7n+1h, tj+1,n+1h) N [nT, nT + T), (4&)
0, te[nT+T,(n+1)T). (4b)

where {tj n11h}, 5 € Tn = {0,1, ..., jn} (jn = max{j € N|nT+T > t; ni1h}),
stand for the successful control update instants (tg,+1h = nT'), which are
determined by the novel RHTCS.

2.3 A resilient hybrid-triggered communication scheme de-
sign

As seen in Figure 1, a RHTCS, that is composed of two trigger mechanisms,
is presented to achieve tradeoff between performance and communication
under DoS attacks. The switching of the two schemes satisfies a Bernoulli
distribution.

When TTS is chosen during signal transmission, the sampling instants
are tjn+1h = jh. Define 7, (t) =t — tj,41h, for (4a), we have

u(t) = Ka(t — jn(t)), (5)

where 7;,(t) € [0, h).
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When no attack occurs and ETS is selected during signal transmission,
whether the sampled data can reach the controller will depend on the fol-
lowing form of event triggering mechanism [19]:

el (t)We(t) < oa (t;h)Wx(t;h), (6)

where e((t; +i)h) = x(tjh) — z((t; + i)h), ¥ > 0 is a weighting matrix to
be determined and o € [0, 1) is a constant to be designed. The next control
update instants ¢;41h can be obtained by

tivih =tjh+ glzi{l{jh\eT((tj +i)h)We((t; +i)h) > oal (t;h)Pa(tih)}. (7)

Since the network is blocked by periodic DoS attacks, the traditional
ETS (7) cannot achieve the stability of the considered system. Motivated
by [18], a resilient event-triggered mechanism is introduced to remove the
impact of DoS attacks. Its triggering instant is determined by the following
condition:

tint1h € {t;.h satisfing (6)|t;.h € [nT,nT + T} u{nT},n,r j. € N. (8)

For convenience, for n € N, let Dy, 2 [nT,nT + T) Don 2 [nT +
T,(n+1)T) and Gjp, = [tjnt1h, tjit1,n+1h)(5 € Tp). Then the time interval
Gjn N D1,y can be rewritten as

i thngth + (i — Dhotgpeth 4+ ih),i = 1,.. . Gm,

= [
1
gjgjn = [tk pr1h + Sinh, tepinerh), (9)
= [
= [

g;n,n t]nvn'f'lh + (Z - 1)h’ tjnynj‘lh + Zh)’Z = 17 Tt gjnv”’
;i: . t]n,n+1h+§jn7nh7nT+T)v

where j € J, — {jn}, Sjn = max{k S I\Utj,nJrlh + kh < tj+17n+1h} and
Sjun = max{k € N|t;, ny1h +kh < nT + T}. Similarly, we divide the time

Sin+1,nt+1

interval Dy, into the following subintervals: Ds,, = U, where

Jn+1 n’
g; nt+1ln — = [nT + T st 1h + G nh + h), g] +1n = [tj,mt1h + Sjonh + (i —
Dh,tj, ma1h + G, nh +ih) with i = 2,6, 41, + 1 and ¢j, 11, = max{i €
Nt ni1h + <j,nh +ih < (n+1)T}.
Now, we define two piecewise functions: 0;,(t) =t — tjnt1h — ljnh,
te QJ”H with [, =0,1,..,¢jn and j € TU{jn + 1}, €jn(t) = 2(tjn1h) —
z(tjni1h + linh),t € gf”“ with [;,, = 0,1,..,6j, and j € J. According
to the definitions of 9]7,1( ) and e, (t), we know 60;,(t) € [0,h),t € G, N
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D1 . Then, the next released system state that satisfies the event-triggered
condition can be expressed as:

.T(tj,n_Hh) = ac(t — Qj,n(t)) + ej,n(t), te gjm N Dl,n- (10)
Then, according to (6), it follows that
ejn(OWe;n(t) < olejn(t) +x(t = 0;a(t)) P (ejn(t) + z(t — b;a(?))). (11)
and for (4a), we have
u(t) = Klz(t — 0j,(t)) + ejn(t)]. (12)
Under RHTCS, the controller based on (5) and (12) is expressed as follows:

u(t) = B(O)Kz(t — mjn(t)) + (1 = B(1)) K[z(t — 0j(1) + €jn(t)],  (13)

where 3(t) € {0,1} depends on Bernoulli distribution. Its mathematical
expectation and mathematical variance are 3 and v? = 3(1—J3), respectively.

Remark 1. In some existing results [11, 20/, these only use a hybrid-drive
communication scheme to solve the stabilization problem of NCS under de-
ception attacks. Different from the aforementioned results, this paper pro-
poses a novel RHTCS to solve the security problem of NCS under periodic
DoS jamming attacks.

Based on (4) and (13), system (1) can be written as

dz(t) = [Az(t) + ( JBEx(t —7j,(t)) + (1 — () BK
X (@(t = 0,0 (t)) + €,n(t))]dt + Bx(t)dw(t), ¢ € GF, N Dy,
dz(t) = Az(t )dt+E:1:( )dw(t), t € Day,.
(14)
In order to construct a unified form of the system model, we define

1, t € Z[—h,0] U (UpenD T, 1=1,
p(t) = [ JU UnenDrn) and t;,, = " -
2, te UneNDQ,n, ’ nT +T, =2,

which implies Dy, = [tin, t3-1n+1-1), p(tin) = | and p(tl_m) =3-1.
As the definition of p(t), the following switched stochastic system can be
described as
dz(t) = [Aiz(t) + () Bia(t — mjn(t)) + (1 = B(8)) Bi(x(t — 0n(t))
+ejn(t))]dt + Ex(t)dw(t), t € [tin, t3—inri-1), n €N, I =1,2,
z(t) = ¢(t), t € [=h,0],
(15)
where A; = A, By = BK and By = 0.
The objective of this paper is to design the controller under DoS attacks,
such that system (15) is mean-square exponentially stable.
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3 Stability analysis

System (15) implies the overall dynamics of NCS in Figure 1, and the crite-
rion of mean-square exponentially stable is given in Theorem 1.

Theorem 1. Assume the parameters T, T in (3), and _control gain matric
K € R™™ be known. For given scalars o € (0,1), 8 € [0,1], oy > 0,
w > 0,1=1,2, and h > 0, satisfying

Ni=aiT — az(T —T) — 2(aq + ag)h — In(py ) > 0, (16)
if there exist symmetric matrices ¥ > 0, P, > 0, Q; > 0, Ry; > 0 and Z;; >

0, 7 € {1,2} and appropriate dimension matrices My, Nyg, d € {1,2,3},
such that for 1 = 1,2, the following LMIs hold:

Py < paPs, Py < e @t py ¢ < G, C€{Q R, Z}, (17)

S Eue Eus(k) Eus Eus

* 55122 0 0 0

== * * =133 0 0 <0, (18)
* * * =44 0
* * * * 55

So11 o1z Eo13(k) S

— * = 0 0
Sy = 22 <0, (19)
k * 9233 0
* * * Zous
where
= = = -7 — _ | i1 T2
S = =SntEpt S Sn= rT 7 )
112 122

Twe=[Tu BPB (1-p5)PB 0 (1-5)PB |,
= [ Vo1 Onxsn | Ti1 = He(PA4) + (1) 204 P + (Qu1 + Qu2),
Tizo = diag{0, 0%, —e 2*""(Q11 + Q12), (0 — 1)¥} + oHe(I{ W15)
L=[0 I Opxan |s fo=] Onxsn 1 ], Yoo = diag{0,0, —Q21 — Qa2},
[Zh Ehl, Sy =Mp + Mgz + Ny + Nig,
Zfy = [-Miz — Myz — Niy+ Nig — My + Mis — Nio — Ny 0],
[—=May — Moz — Naj + Nag — Moy + Maa — Nag — Nag),
Eng = [ VhM;z VAN |, Sipo = diag{—e2(!=Dh Ry, —2=Dh 7,1

3
s
N

|

I
V)
I
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13(1) = [ VEMpy VANp |, Zns(2) = [ VRMp VAN |,
13(3) = [ VAM; VRN |, Ens(4) = [ VAM;z VhNg |,
Zj33 = diag{—e?(~ 2)alhR —2=2ah g 1
=T _
Eha = (54 Shals Z514 = O3nxon,
[ VhPA, VhBPB

Zha = | VhPA, VhBPB
PFE 0

[ (1 - @)\/Eplzsl 0 (1- @)\/ﬁplzzl
E2,=| A=BVhPB 0 (1-pB)VhPB

I8

[1]

)

i

0 0 0
=T _0 V\/EplBl —l/\/ﬁplBl 0 —V\/EplBl
5T 0 whBPB —vWhPBy 0 —uvV/hPB,

Sia = diag{—(Rin + Ri2) ™", —(Zn + Zi) ™', =P}, S1s5 = Saa,
then system (15) is mean-square exponentially stable.

Proof. The following Lyapunov-Krasovskii functional is constructed:

t
Vp(t) (t) = &T (t) Py (t) + - F(t,9)2"(3)Qpy12(s)ds

4 f(t )27 (5)Q,ey2(s)ds + / +fts) T (5) R op19(s)dsdu

/ £(t, 5)97 (5) R uy29(s)dsdo + / (5)5" (5 g s
+v

; / F(t, )" (5) Zya129(s)dsdv (20)
—h Jt4v

where f(t,S) :6 )p(t)QOép(t)(t s) andg( ) ( ) ( )B_ (S Tj, n( ))+

(1= B(8)Bpsy (z(s—0jn(s ))+€jn( ). Let A = Ayt )+5 z(t—Tjn(t))+

(1-B)By[x(t—0;, ())+€yn( ), By = Bia(t—7jn(t)) —Bila(t—0;n(t)) +ejn(t)]

and Z; = h(Ry i Rip) + h(Zin + Z12).

For p(t) = 1, the weak infinitesimal operator £, using the Leibniz-
Newton formula, Young’s inequality, Jenson inequality and (11), we have
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E{LVi(t)} <& (1) — 200VA(t) + Z111 + 2 (75,0 () May R M,
+ (h — ij(t))MlgRl_llMlg + hMlgRl_lelg + Hj’n(t)NHZl_llNﬂ
+ (h = 0,0 (t)) N12Z1' Ny + hN13Z35' Nis)| &1 (t) + 2 () ET PE=(t)
+ A?ZlAl + u2gT215,
in which & (t) = [2T(t) 2T(t — 7jn(t) 2T (t — 0;,(t)) 2T (t — h) ezn(t)]T.
Using Lemma 1 in [21] and Schur complement formula to =7 < 0 in (18),
we can obtain that

E{LVi(t) + 21 V1(1)} <0,
which implies that
E{Vi(t)} < e 2 B{Vi(t1 )}, t € [tin, ton). (21)
Similarly, for p(t) = 2, we can get that
E{LVa(t)} < & (t)[202Va(t) + Z211 + 7j.n(t) Moy Ry M3,
+ (h — Tjn(t)) Moy Ry My + hMas Ryt My + 0;.,,(t) Noy Z5,' N3,
+ (h = 01 (t)) Noo Zy' Nay + hiN2s Zay' N335 (1)
+ 2T () ETPEx(t) + AT 25 A5,

in which &(t) = [2T(t) 2T (t =750 (t)) 2T (t = 0;,,(t)) 2T (t — h)]T. According
to Lemma 1 in [21] and = < 0, we can deduce that

E{EVQ([J;) — 20&2V2(t)} S 0,
which means that
E{Va(t)} < 220 20B{Vo(tan)}, t € [ton, tins1)-

Based on the analysis above, let

V t ) t 6 t nat nj)
V(t) _ 1( ) [ 1, 2, )
VQ(t)7 te [tQ,nvth-‘rl)u

we have

e 2BV (t10)}, t € [tin, ton),

22
egag(t—tz,n)E{X/'Q(tQm)}, t € ton, tintl)- (22)

E{V(1)} < {
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Case 1: if t € [t1,t2,), integrating (17) and (22) yields

E{V(t)} < e 20 E{Vy (t1)}
poe” 2 U B{Vy (¢7,)}
M2672a1 (t*tl,n)ea2(tl,n*1*t2,n71)E{V2 (tQ,n—l)}

(1402 ppeen (=t o2t DBV, (1, 1)}

IAIN

IN

IN

M Vi(t10). (23)

IN

Notice that t < t9, = nT + T, then n > # Substituting this inequality
into (23) yields

1-T Y

E{V(t)} < e T e T'V1(0). (24)
Case 2: if t € [t1 ,t2,,), similarly, integrating (17) and (22) yields

B{V()} < —ete 21V (0). (25)
M2

. _2 T
Finally, we have E{||z(t)[|?} < %e 7|2, where k = max{eT, ie)‘}

and d3 = da + Amax (hQ11 + hQ12) + Amax (s (R + Ri2) + B(Z11 + Z12)))

with dy = Ir%ax}{)\max(Pj)}. Therefore, system (15) is mean-square expo-
Je{1,2
nentially stable. This proof is completed. O

According to Theorem 1, the state feedback gain matrix K and the
weighted matrix ¥ are obtained by the following theorem.

Theorem 2. Assume the parameters T, T. For given scalars o € (0,1),
Bef0,1],ey>0,e0>0 x>0 k=1,20a,>0and >1,1=1,2,
and h > 0, satisfying (16), if there exist symmetric matrices ¥ > 0, Y} >
0, Qlj > 0, le > 0 and le > 0,7 € {1,2}, and appropriate dimension
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matrices X, Mg, Nig, d € {1,2,3}, such that the following LMIs hold:

—pu2Ys Yo |
<
[ . Ty | S 0, (26)
. 2(a1+a2)hy Y,
pie 1 1 <
[ ) Ty, | =0 (27)
—113-1C(3-0)k Y5y <0
[ * oGk — 2xwYs | 7
(€{Q,R. Z}, ke {12}, (28)
S ?112 Zns(k) Ena Eus ]
- * 199 70 0 0
== * * =133 _O 0 < 0, (29)
* * * Z1a4 0
* * * * _,5155 |
Sont o1z Sas(k) Zoua ]
= * Z929 0 0
Ey = R <0, (30)
* * 5244 i

where Z1 and =5 are, respectively, obtained from =1 and Sy by replacing ¥,
P Ay, PBi, Qij, Rij, Zij Mig, Nig, BE, —=(Rn+Ri2) ™", —(Zn+Zip) ™", and
Pwith W, Ay, BX, Qij, Rij, Zij, Mig, Nig, BY;, —2e1Y,+¢3,(Ri + Riz),
—2e91Y] + €%Z(le + Z13) and Y;, then the switched system is mean-square
exponentially stable. Furthermore, the control gain K and resilient hybrid-
driven weight matrix ¥ are given by K = XY1_1 and ¥ = Y'l_l@Yl_l.

Proof. First, let Y; = P71, Sy = diag{Ss, Y1,Y1,Y1,Y1,1, I}, S5 = diag{Y1,
Y1, Y1,Y1,Y1, Y1}, So = diag{Sy, Y2, Y2, Yo, Yo, I, 1,1}, Sy = diag{Ys, Y2, Y5,
Y2, Y2}, then pre- and post-multiply =7 in (18) with Sj, pre- and post-
multiply =5 in (18) with S, and let Fy, = Y FiY;, F € {Q, R, Z}, Ujj =
Si+2U;Y1, U e {M,N}, 1 € {1,2}, k € {1,2}, j € {1,2,3}, X = KY; and
¥ = Y1¥Y;. Then (R;+Rp) ' = Vi(Ru+Ri2) ™'Y, > 2eq,Y,—e3,(Rin+ Riz),
(Zin+ Zip) ™' = Yi(Zn + Zi2)7Y) > 2e9Y; — €3,(Zin + Zp2). Similarly, (30)
guarantees that (19) holds. Furthermore, applying the Schur complement
formula, (27) and (28) can ensure that (17) holds. This proof is completed.

O

Remark 2. In contrast to the existing result [18], we use the necessary
and sufficient condition for transforming nonlinear matriz inequalities into
LMIs and introduce more slack matrices, so Theorem 2 is less conservative
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than Theorem 8 in [18], which means that our method makes the stability of
system (15) easier to be guaranteed.

Figure 2: Structure of the satellite systems

4 An illustrative example

In this section, a satellite control system (see Figure 2) is used to illustrate
the effectiveness of the proposed control strategy. The plant’s state-space
representation is shown by (also see [22]):

0 0 1 0 0
_ 0 0 0 1 4
tt)=1| & & _d4 a |zt)+ ‘8 u(t), (31)
J1 J Ji J1
£k 4 0
Jo 1 Ja Ja

where k£ = 0.09 and d = 0.04 are torque constant of a spring and viscous
damping in two rigid bodies (the main body and the instrumentation mod-
ule), respectively, J; = 1 and Jo = 1 are the moments of inertia of the two
bodies. The state x(t) = [x1(t) z2(t) 3(t) z4(t)] = [01(2) 61(¢) Oa(t) Oa(2)],
where 61(t) and 0(t) are the yaw angles for the two bodies. Furthermore,
the matrix E is chosen as 0.11. Let T = 2s, T = 1.8s, aq = 0.16, as = 0.5,
w1 = ue = 1.05, h = 0.1s, by a simple calculation, we have A = 0.1464,
which means that (16) holds.

In the following, two schemes (ETS and RHTCS) are considered to
demonstrate the effectiveness and advantage of the obtained results .
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Figure 3: Release instants and intervals in Case 1
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Figure 4: State responses z(t) in Case 1

Scheme 1: ETS is selected, that is, 5(t) = 0 for all ¢ > 0. According to
Theorem 2, the controller feedback gain of system (15) and event-triggering
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matrix under DoS jamming attacks are obtained:

K =] —0.8645 0.4669 —1.6018 —0.7631 |,

0.7740 —0.4238  1.4431  0.7027
—0.4238  0.2332 —-0.7912 —0.3855
14431 —-0.7912  2.7007  1.3130
0.7027 —0.3855  1.3130  0.6497

U = 10° x
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The response of x(t), event-triggered instants and released intervals, and
control input wu(t) are depicted in Figures 3-5, respectively. However, as
shown in Table 1, the conditions of Theorem 2 in [18] cannot find a set of
feasible solutions, which verifies the statement of Remark 2.

b4

1
ot
32

I41£}
1 DoS H

\

05 . | . | .
0 5 10 15 20 25 30
Times[sec]

Figure 7: State responses z(t) in Case 2
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Figure 8: Control input u(t) in Case 2

~ Scheme 2: When the trigger mechanism is selected as RHTCS, that is,
B € (0,1). Let = 0.3, applying Theorem 2, the controller feedback gain
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Table 1: Whether conditions are feasible for different parameters h.
Sample period h 0.09 0.1 0.12
Theorem 2 in [18] feasible - -
Theorem 2 with =0 feasible  feasible -
Theorem 2 with 3 = 0.3  feasible feasible feasible

and weight matrix under DoS jamming attacks are presented:

K = [ —1.0000 0.5983 —1.9303 —0.7077 |,

0.2654 —0.1601  0.5152  0.1940
—0.1601  0.0967 —-0.3108 —0.1170
0.5152 —0.3108  1.0010  0.3765
0.1940 -0.1170  0.3765  0.1426

U = 107 x

Figure 6 represents the graph of event-triggered instants and released inter-
vals. The state response is depicted in Figure 7. Figure 8 gives the curves
of control input wu(t).

Consider h = 0.12, and other parameters remain unchanged. As shown
in Table 1, when the trigger condition is selected as ETS, we cannot find a
set of feasible solutions by using Theorem 2. However, using RHTCS, we
can find a set of feasible solutions to ensure that the system is stable by em-
ploying LMIs (27)-(30) in Theorem 2. This illustrates that compared with
ETS, the proposed RHTCS can ensure the stability of the system more effec-
tively. In addition, when A = 0.1, the number of data transmission by TTS,
ETS and RHTCS are 300, 59, 112, respectively. This clearly shows that
compared with TTS, the proposed RHTCS reduces the burden of network
bandwidth even more. Therefore, the RHTCS achieves a trade-off between
network resource and system performance.

5 Conslusion

In this paper, the controller synthesis problem for the resilient hybrid-
triggering NCSs under periodic DoS jamming attacks has been solved. A
resilient hybrid-triggered control strategy has been designed to achieve a
trade-off between network resources and system performance. Based on the
scheme, sufficient conditions have been obtained to ensure the mean-square
exponential stability of the switched stochastic system. In addition, the



Resilient Hybrid-Triggered Control 139

co-design strategy of controller gain and the parameter matrix of the strat-
egy have been given. Finally, the efficiency and advantages of the proposed
scheme have been verified by a practical example.
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