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Rezumat. Lucrarea stiintificd prezintd o cercetare cu privire la modalitatea de a implementa
in cadrul unei organizatii publice prestatoare de servicii cdtre cetdteni unui management al
incidentelor informatice. Digitalizarea tot mai mult a activitatilor in sectorul public aduce
foarte multe avantaje cum ar fi eficienta, cresterea calitdtii serviciilor, scurtarea timpilor de
lucru. Pe de alta parte, digitalizarea se poate realiza cu o tehnologizare ampla cu echipamente
folosite in cadrul retelei locale de informatica pentru desfasurarea activitatilor, pentru
stocarea bazelor de date, pentru interconectare cu alte sisteme informatice. Toate aceste
echipamente si sisteme informatice au un anumit grad de vulnerabilitate existind riscul
aparitiei unor incidente informatice. Cercetarea propusa de autori vine cu propuneri in acest
domeniu al managementului incidentelor informatice oferind solutii prin realizarea unei
proceduri de rezolvare a unui incident informatic. In urma cercetarii ficute sau implementat
mai multe politici pe serverele din reteaua locald la nivelul intregului domeniu local cdt si
implementarea unor politici la nivelul fiecarei statii de lucru din reteaua locald a organizatiei
pentru evitarea unor incidente informatice de tipul unor atacuri cibernetice. S-au implementat
solutii de backup pe dispozitiv de tip NAS pentru eliminarea riscurilor privind incidentele
informatice ce pot sa apara in cazul defectarii unui hard disk sau pierderea de date. De
asemenea s-au implementat solutii pentru eliminarea in mare masura a riscurilor de aparitie
a unor incidente informatice datorate de defectarea dispozitivelor informatice din cadrul
retelei locale in urma unor probleme ce pot apdrea la reteaua de alimentare cu energie
electrica. Cercetarea facutd a identificat si gasit solutii pentru eliminarea unor vulnerabilitati
in reteaua wireless, ce pot duce la incidente informatice. In finalul lucrarii sunt prezentate
concluzii ce reies in urma acestei cercetari.

Abstract. The scientific work presents research on implementing computer incident
management within a public organization providing services to citizens. The increasing
digitization of activities in the public sector brings many advantages, such as efficiency,
increasing the quality of services, and shortening working times. On the other hand,
digitization can be achieved with extensive technology with equipment used within the local IT
network to carry out activities, store databases, and interconnect with other IT systems. All
these equipment and computer systems have a certain degree of vulnerability, and there is a
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risk of computer incidents. The research proposed by the authors comes up with proposals in
this field of computer incident management, offering solutions by carrying out a procedure for
solving a computer incident. Following the research, several policies have been implemented
on the servers in the local network at the level of the entire local domain and the
implementation of policies at the level of each workstation in the organization's local network
to avoid computer incidents such as cyber-attacks. Backup solutions have been implemented
on a NAS-type device to eliminate the risks of computer incidents during a hard disk failure or
data loss. Solutions have also been implemented to eliminate the risks of computer incidents
due to the failure of computer devices within the local network following problems that may
occur with the electricity supply network. The research identified and found solutions to
eliminate some vulnerabilities in the wireless network, which can lead to computer incidents.
At the paper's end, conclusions from this research are presented.
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1. Introduction

According to law 362 of 2018, the term incident means any event that has a real
negative impact on the security of networks and computer systems. [1] Thus, we can
consider a computer incident, any unexpected event due to an action that changes the
current state of a hardware device, IT software, or existing data within the network.

When we refer to computer incident management, we must consider the existing
legislative environment and the standards in this field, which are currently in progress.
According to Pfleeger, author of Security in Computing, computer incident
management is critical to detecting, preventing, and correcting computer incidents. [2]

For organizations to limit the possibility of damage in the event of a cyber-attack, it is
necessary to have the ability to respond to security incidents efficiently and
methodically. Also important is the organization's ability to fix the effects of problems
caused by such attacks. To achieve this effective response, private organizations and
public institutions, through their policies and procedures, also add a response
capability to IT incidents. [3]

For operators of essential services, the NIS directive 1148/2016 was adopted at the
level of the European Union, which requires measures to ensure a standard high level
of security of networks and IT systems. The studied organization is not among the
operators of essential services. However, it is desired that the security policies, the
measures taken, and the management of IT incidents be based on this directive and
law 362/2018. Therefore, right from the beginning of the directive, the role and
importance of IT networks and systems are highlighted: "Networks together with IT
systems and services fulfill a vital role in society. Their reliability and security are




