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ABSTRACT: Objectives: In the context of the decentralisation of medical services and the need for remote multidisciplinary 

consultations, rapid and secure access to imaging is critical in neurosurgery. This paper aims to develop and implement an integrated 

IT solution for the standardised exchange of imaging data, creating a digital ecosystem that manages its quality in real time and 

overcoming the latency and vulnerabilities of conventional transfer methods. Methods: The architecture of the proposed system 

prioritises data integrity through advanced encryption algorithms and lossless compression. Automatic validation and correction of 

DICOM metadata was ensured, guaranteeing interoperability between heterogeneous PACS systems. This research was contextualised 

and validated in the clinical environment of Bacău County Emergency Hospital, analysing the difficulties in transferring imaging data. 

Results: Preliminary results indicate a significant optimisation of the operational workflow at Bacău County Emergency Hospital, 

eliminating dependency on physical media and drastically reducing the time required to obtain a second medical opinion. The tool 

ensures instant access to high-fidelity imaging, facilitating efficient collaboration between geographically distributed medical teams 

in planning complex cases. Conclusions: The integration of this quality management and secure transfer tool represents an essential 

step towards a modern e-Health infrastructure. The solution is vital for reducing response times in neurosurgical emergencies, 

strengthening the continuity of medical care, and improving patient care in medical institutions such as Bacău County Emergency 

Hospital.  
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1. INTRODUCTION 

In the current context of accelerated digitalisation in the 

healthcare sector, this paper aims to address the specific 

challenges of managing and standardising 

neurosurgical imaging data at Bacău County 

Emergency Hospital. This initiative is crucial, given the 

vital importance of rapid and secure access to imaging 

information for diagnosis and emergency surgical 

interventions [1]. The continuous development of non-

conventional medical technologies and integrated 

imaging systems, such as PACS, underscores the need 

for standardised and secure protocols for data transfer 

and management, which are essential for supporting 

clinical decision-making and precision intraoperative 

navigation [2]. Thus, implementing a system that 

integrates these technologies is essential to promote 

therapeutic success, patient safety, and data security [2].  

1.1 General Context of Digitalisation in Healthcare 

The digital era has profoundly transformed numerous 

sectors, and the healthcare field is no exception, 

becoming an essential pillar of modern medical 

infrastructure. Accelerated digitalisation aims to 

optimise processes, improve care quality, and increase 

the accessibility of medical services [3]. In this context, 

rapid and secure access to medical data becomes 

critical, especially in neurosurgery, where every second 

can significantly influence the patient's prognosis. 

Informational fragmentation, data silos, and the lack of 
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interoperability among various medical IT systems 

remain significant challenges at the national level [4], 

[5], [6], [7], [8]. 

Current trends in telemedicine and teleradiology 

underscore the stringent need for efficient data 

exchange solutions. Telemedicine, defined as the 

provision of remote medical services through 

information and communication technologies, has 

experienced rapid expansion and is essential for 

multidisciplinary consultations and for ensuring 

continuity of care, especially in isolated areas or during 

crisis situations [9]. Teleradiology, as a subdomain of 

telemedicine, enables the interpretation of medical 

images by remotely located radiologists and 

neurosurgeons, accelerating diagnosis and therapeutic 

planning, which are vital to clinical workflow 

efficiency. These developments necessitate robust data 

transmission and management systems that ensure data 

integrity, confidentiality, and availability [10]. 

1.2 The Importance of Neurosurgery in the Context of 

Bacău County Emergency Hospital 

Neurosurgery is an extremely complex medical 

speciality, in which the precision of diagnosis and 

surgical interventions has a direct and often definitive 

impact on the patient's quality of life. Within Bacău 

County Emergency Hospital, neurosurgery plays a 

strategic role for the region, managing a significant 

volume of complex cases ranging from traumatic 

emergencies to tumoral pathologies and vertebral 

conditions. The healthcare facility is the only one in the 

county capable of resolving neurosurgical emergencies. 

It also represents the sole healthcare unit in the centre of 

the northwest region that can provide neurosurgical 

emergency services within a 150 km radius of this 

facility. Like other large-scale medical institutions, the 

hospital faces the constant need to optimise workflows 

and integrate advanced technologies to meet growing 

patient demands and ensure high care standards. The 

regional context of Bacău County Emergency Hospital 

highlights the necessity for a high-performance digital 

infrastructure capable of supporting multidisciplinary 

collaboration and remote specialist consultations. 

1.3 Motivation of the Study 

Despite technological advancements, medical practice 

at Bacău County Emergency Hospital has highlighted 

significant limitations of traditional neurosurgical 

imaging data transfer methods. Reliance on physical 

media, such as CDs/DVDs, introduces considerable 

delays, risk of data deterioration, and compatibility 

issues. Moreover, the use of unsecured platforms for 

exchanging sensitive information, although fast, 

severely compromises patient data confidentiality and 

integrity, contravening strict data protection regulations 

[11]. These shortcomings are exacerbated by the 

increasingly pressing need for remote multidisciplinary 

consultations, where rapid, secure access to high-

fidelity imaging is essential for obtaining specialised 

medical opinions and planning complex cases. The 

absence of a standardised and secure imaging data 

transfer system leads to operational inefficiencies, 

prolongs diagnostic times, and consequently delays the 

initiation of appropriate treatment, negatively impacting 

clinical outcomes [1]. These major challenges form the 

central motivation of the present work. Therefore, the 

study proposes to address these gaps through an 

integrated IT solution that enables rapid, secure access 

to DICOM images, thereby improving decision-making 

processes and optimising neurosurgical patient care [2], 

[12]. 

1.4 Objectives of the Paper 

Starting from the identified challenges, the paper sets an 

ambitious general objective: Creating a secure digital 

ecosystem for the standardised management and 

exchange of neurosurgical imaging data. This 

ecosystem aims to overcome the limitations of existing 

infrastructures and facilitate efficient collaboration 

between different medical units. 

By fulfilling these objectives, the paper contributes to 

strengthening a modern e-Health infrastructure, 

essential for improving the quality of patient care in 

neurosurgery. 

Table 1. To achieve this general objective, the following specific objectives have been established (Sources: Author’s personal 

contribution). 

No. Specific objectives Description 

1 Removing Physical Media 

Develop an IT solution that completely replaces the dependence on CD/DVDs and other 

physical storage media, thus optimizing operational flow and reducing the risks associated 

with manual data management. 

2 Reduction of diagnostic time 

Ensuring instant and high-fidelity access to neurosurgical images, making it easier to quickly 

obtain a second medical opinion and significantly shortening the time needed to establish 

diagnosis and plan interventions. 

3 Data security 

Implementation of advanced encryption algorithms and strict security protocols to guarantee 

the confidentiality, integrity and availability of imaging data throughout the transfer and 

storage process, in accordance with the legal and ethical standards in force. 
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2. LITERATURE REVIEW 

2.1 Standards in Medical Imaging 

The digitalisation of medical imaging has 

revolutionised diagnosis and treatment, facilitating 

rapid access to essential visual information. The 

foundation of this digitalisation is standardisation, 

and in this context, three components play a central 

role: the DICOM protocol and the PACS and RIS 

systems. 

The DICOM protocol is the global de facto standard 

for managing, storing, printing, and transmitting 

medical imaging information in medicine [13]. 

Owned by NEMA, the current DICOM3 version 

enables the interconnection of medical equipment 

from different manufacturers, such as CT, MRI, and 

PET scanners, with servers, post-processing 

workstations, printers, and networks, providing a 

universal imaging "language" [2]. It specifies a non-

proprietary data interchange protocol, a digital image 

format, and a file structure for biomedical images and 

associated information, addressing five general areas 

of application: network image management, image 

interpretation management, print management, 

imaging procedure management, and offline storage 

management [14]. By uniformly structuring imaging 

data and associated metadata, DICOM enables 

seamless communication and interoperability among 

various imaging modalities, archiving systems, and 

radiology information systems [13]. 

PACS and RIS systems are complementary and 

essential components of radiological workflow 

management. The PACS revolutionises the way 

images are stored, distributed, and accessed, 

providing efficient image management, rapid and 

secure access to patient data, and considerably 

simplifying the diagnostic and treatment planning 

process [2]. By integrating with neuronavigation 

systems, PACS enables rapid extraction of detailed, 

relevant images from the database, facilitating more 

precise preoperative planning in neurosurgery [2]. 

The RIS, on the other hand, is an information system 

that manages administrative and clinical processes in 

a radiology department, from patient scheduling and 

demographic data recording to the management of 

investigation results. The integration of PACS with 

RIS and the Hospital Information System is crucial to 

ensure data coherence and streamline workflow, 

though it may pose challenges in maintaining data 

consistency and compatibility across heterogeneous 

components [15], [16]. 

2.2 Challenges in the Interoperability of Medical 

Systems 

Although standards such as DICOM have 

significantly contributed to image exchange, full 

interoperability between medical systems remains a 

major challenge. This is primarily due to 

compatibility issues across heterogeneous systems 

and metadata quality [17], [18]. 

Healthcare systems utilise a multitude of 

heterogeneous data models with varied structures, 

terminologies, and coding systems, making direct 

data mapping difficult [17]. Many medical 

organisations operate with "legacy" systems featuring 

limited connectivity options, complicating 

modernisation efforts. Even with standardisation 

efforts, multiple competing or overlapping standards 

continue to fragment the ecosystem [19]. This 

heterogeneity is also highlighted by the difficulty of 

exchanging or transferring data between competing 

platforms [20]. A significant concern is the 

interoperability of portable medical devices, which 

requires a system capable of transferring data both 

one-to-one and one-to-many, with extensive device 

compatibility [21]. 

Metadata plays a crucial role in medical imaging, 

providing the context needed for accurate 

interpretation. However, there are significant 

challenges related to the quality and standardisation 

of metadata. The DICOM specification, for example, 

is complex and allows considerable variability across 

manufacturers in how customised data is incorporated 

into DICOM headers, which may require expertise 

for data conversion [20]. Inconsistencies in data 

application, the lack of formal methodologies for 

modelling data elements and messages, and the 

absence of clear roles for applications and users 

contribute to interoperability problems [18]. 

Metadata quality can be affected by incomplete, 

duplicate, or inaccurate data, leading to difficulties in 

finding images and diagnostic errors [22]. These 

aspects underline the need to define a unified, 

complete, and standardised model for medical 

imaging metadata [23]. 

2.3 Medical Data Security 

The processing of medical data in electronic format 

poses numerous challenges related to resource 

security and patient confidentiality [11]. The 

healthcare environment faces increasing cyber risks, 

and regulations such as GDPR impose strict 

requirements for protecting this sensitive 

information. 

The General Data Protection Regulation, 

implemented in Europe in 2018, governs the 
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confidentiality of user data across multiple sectors, 

including healthcare. GDPR requires healthcare 

entities to obtain users' consent before collecting, 

processing, and sharing patients' data [24]. It 

establishes technical security measures for hosting 

sensitive patient data, including facility access 

controls, policies for workstation use, electronic 

media, and all processes for the transfer, removal, 

destruction, and reuse of electronic information [25]. 

Biometric, genetic, and protected health information 

are classified as sensitive data and require explicit 

consent for processing [26]. In Romania, alongside 

GDPR, there are national laws such as Law no. 

46/2003 on patients' rights and Law no. 95/2006 on 

healthcare reform, which define patients' rights 

regarding the confidentiality of medical information 

and the responsibilities of medical service providers 

[27]. Transfers of personal data to third countries or 

international organisations are major subjects within 

European legislation, requiring security and 

confidentiality mechanisms [28]. 

Health information systems are vulnerable to various 

cyber threats, and a flawed design of medical devices 

that fails to account for them can lead to what is 

known as "technical debt" [21]. Data confidentiality 

is a major concern in the medical field, as medical 

information is considered highly private and access 

must be strictly authorised [21]. Breaches of 

confidentiality can have serious consequences for 

patients and lead to legal sanctions, financial losses, 

and reputational damage for service providers [21]. 

Therefore, information access control is a major 

constraint on ensuring data confidentiality and 

security, necessitating access segmentation across the 

entire system [21]. Additionally, health data must be 

audited regularly to ensure its integrity and 

consistency [21]. Ensuring data integrity in a health 

information system ensures data correctness, 

minimises errors, and improves patient safety [21]. 

3. METHODOLOGY 

3.1 Study Design 

The present research adopts a retrospective analytical 

study design, focusing on evaluating existing 

neurosurgical imaging data flows and analysing the 

impact of implementing a dedicated IT solution at 

Bacău County Emergency Hospital. The study aimed 

to thoroughly understand the limitations of the 

previous medical image management system and 

quantify the benefits of the new solution. 

Analysis period and data selection criteria: The 

retrospective analysis covered the period from 2017 

to 2025, enabling an evaluation of the evolution of 

data flows. The data selection criteria included: 

• All neurosurgical imaging data is generated and 

transferred at SJU Bacău. 

• Records regarding transfer times and waiting 

times for medical consultations involving imaging. 

• Incidents related to data integrity or security, as 

well as qualitative feedback from medical staff. 

• The data were anonymised in accordance with 

GDPR regulations to ensure patient confidentiality. 

3.2 Analysis of the Initial Situation at SJU Bacău 

Before implementing the IT solution, SJU Bacău 

faced a neurosurgical imaging data management 

system characterised by significant operational 

inefficiencies and vulnerabilities in information 

security. 

The workflow predominantly relied on physical 

media for transferring medical images between 

departments or to other institutions for 

multidisciplinary consultations. Alternatively, in 

emergency situations, unsecured methods such as 

messaging apps or personal email were often used to 

accelerate the process. These methods resulted in 

considerable waiting times of 2 to 12 hours to obtain 

a second medical opinion, which directly affected the 

timeliness of diagnosis and treatment initiation [1]. 

Table 2. Analysis of the previous workflow identified several critical points (Sources: Author’s personal contribution). 

No. Critical points identified Description 

1 Data transfer latency 

The physical process of requesting CT/MRI exploration. Imaging evaluation and 

writing/reading on CD/DVD. Transporting them significantly delayed access to images 

and making a medical decision. 

2 Security vulnerabilities The use of insecure platforms exposed patient data to cyber risks and privacy breaches. 

3 Compatibility issues 
CDs/DVDs could be unusable or incompatible with certain visualization systems in the 

neurosurgery department. 

4 Lack of interoperability 
Inability to automatically integrate imaging data with existing PACS/RIS systems, 

requiring time-consuming manual interventions. 

5 Data corruption Risk of loss or alteration of data on physical media. 
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These limitations highlighted the need for a 

substantial technological intervention to optimise 

data flows. 

3.3 Architecture of the Proposed IT Solution 

The proposed IT solution, named the PIXELDATA 

platform, was designed as an integrated digital 

ecosystem, with the primary objective of 

standardising, securing, and optimising the exchange 

of neurosurgical imaging data. This platform enables 

the transfer, storage, and visualisation of medical 

images while simultaneously ensuring their real-time 

quality management. Its modular architecture 

facilitates integration with the hospital's existing 

systems and ensures scalability, designed to handle 

large volumes of imaging data and support many 

users and concurrent operations. The PIXELDATA 

platform's structure is robust, designed to ensure 

constant data availability and minimise latency in 

accessing it, a critical aspect in medical emergencies. 

Algorithms used: 

• Encryption methods for security: To ensure the 

confidentiality and integrity of data during transfer 

and storage within the PIXELDATA platform, 

advanced encryption algorithms have been 

implemented. This approach guarantees that the data 

is protected against unauthorised access and illicit 

modifications, in compliance with the strict 

requirements imposed by regulations such as the 

GDPR [24]. Security is a primary concern in medical 

systems, where data breaches can have serious 

consequences [21]. Some approaches involve pixel-

level encryption or XOR operations to enhance data 

protection and prevent disclosure in cloud 

environments [29]. 

• Lossless compression techniques for image 

integrity: To reduce the volume of data transmitted 

and stored by the PIXELDATA platform without 

compromising the imaging quality required for 

diagnosis, the solution implements lossless 

compression. These methods, such as Run-Length 

Encoding compression or JPEG Lossless, allow the 

perfect reconstruction of the original image at the 

pixel level, ensuring that imaging integrity is fully 

preserved for diagnostic and surgical purposes [30]. 

The specialised literature indicates that a compression 

ratio of 5-10:1 can be achieved without loss of detail, 

which is essential in medical imaging [31]. These 

techniques ensure that the data can be extracted 

exactly as they were initially, without modification 

[32]. 

A crucial aspect of the PIXELDATA platform is the 

intelligent management of DICOM metadata. The 

solution includes functionality for validating and 

automatically correcting DICOM tags. This process 

involves: 

• Compliance verification: The platform 

automatically validates whether DICOM tags comply 

with the DICOM standard, identifying missing or 

incorrect fields [2]. 

• Automatic/assisted correction: In the event of 

identifying errors or inconsistencies, the system 

attempts automatic correction or signals the need for 

manual intervention, ensuring superior metadata 

quality [23]. Automatic extraction of information 

from DICOM headers and validation of the scanning 

protocol contribute to metadata accuracy [32]. This 

approach ensures efficient interoperability between 

heterogeneous PACS systems, facilitating the 

exchange of structured and contextual data necessary 

for precise interpretation. 

3.4 Implementation in the Clinical Environment 

The implementation of the PIXELDATA platform at 

SJU Bacău was a phased process, carried out in the 

second half of 2024. Designed to minimise 

operational disruptions and maximise adoption by 

medical staff, this system connects the Radiology 

department, the Neurosurgery section, and more, via 

an IT network. This process involved close 

collaboration between IT teams, clinicians, and 

system providers [33]. 

The PIXELDATA platform was integrated with the 

existing IT infrastructure of SJU Bacău, particularly 

with the PACS and RIS systems, without, however, 

also connecting to the Electronic Health Record [2], 

[34]. This integration involved developing interfaces 

and APIs compliant with DICOM and HL7 standards 

to enable bidirectional, secure communication and 

data exchange between platforms [35]. The goal was 

for images transferred through the new solution to be 

directly accessible from PACS. An efficient 

integration ensures an automated workflow, 

minimising medical staff response times and 

improving efficiency [36]. 

A key element of the success of the PIXELDATA 

platform implementation was the intensive training 

program, adapted to the specific needs of different 

categories of personnel [33]. These sessions covered: 

• Use of the solution's interface for transferring and 

remotely viewing images. 

• Standardised operating procedures, including 

aspects related to data security and GDPR 

compliance. 

• Benefits provided by the new solution within the 

existing workflow. 
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The training was accompanied by continuous 

technical support and feedback sessions to ensure a 

smooth transition and rapid adoption of the system by 

all users [36], [37]. It is well known that active user 

involvement and continuous technical support are 

crucial for overcoming resistance to change and fully 

realising the potential of a new technology in the 

clinical environment [38]. 

The platform provides access to the desktop version 

of the imaging taken at the Bacǎu County Emergency 

Hospital.

 

 

Figure 1. Summary view of the access screen through the PixelData platform (Sources: SJU Bacǎu medical imaging database). 

 

4. RESULTS 

The analysis of the results obtained following the 
implementation of the IT solution for standardising 
neurosurgical imaging at Bacău County Emergency 
Hospital, in accordance with the previously described 
methodology, demonstrates the transformative impact 
of the proposed digital ecosystem on workflows, 
technical performance, medical decision-making, and 
user satisfaction. 

4.1 Comparative Analysis of Workflows 

The implementation of the IT solution resulted in 
significant workflow optimisation in the neurosurgery 
department at SJU Bacău, as evidenced by the 
elimination of time-consuming steps and increased 
overall efficiency. 

The comparative analysis of average data processing 
and transfer times indicated a drastic reduction in the 
period required from the moment of performing an 
imaging investigation until its visualisation by the 
neurosurgeon. Previously, reliance on physical media 
and unsecured transfer methods resulted in delays of 
hours or even days in obtaining a second medical 
opinion [1], whereas the implemented solution enabled 
instantaneous access to high-fidelity imaging. This 
substantial reduction in latency was crucial, especially 
in emergency cases, where rapid diagnosis and surgical 
intervention planning are essential for saving the 
patient's life and minimising neurological sequelae. 

A fundamental result of the implementation was the 
complete elimination of dependence on physical media 
for the transfer and archiving of medical images. This 
transition resolved multiple problems previously 
encountered: 

• Compatibility issues: No further cases of data 
unreadability due to software or hardware 
incompatibility have been recorded. 

• Risk of damage/loss: The physical risk of data 
deterioration or loss has been eliminated. 

• Operational costs: Costs associated with the 
acquisition, inscription, and management of physical 
media have been reduced. 

Through this elimination, the image management 
process has become more streamlined, reliable, and 
cost-effective, thereby contributing to the creation of a 
robust digital ecosystem as proposed in the paper's 
objectives. 

4.2 Technical Performance Evaluation 

The technical performance evaluation of the IT solution 
demonstrated that the proposed architecture meets the 
speed, quality, and interoperability criteria required for 
a demanding clinical environment. 

The solution achieved average transfer speeds superior 
to previous methods, enabling the upload and download 
of complex imaging studies within a significantly 
reduced timeframe. Latency in accessing images, even 
for geographically distributed users, was minimised, 
enabling rapid, efficient consultations. This 
performance is partly due to optimised network 
protocols and efficient compression techniques. 

The use of lossless compression algorithms ensured the 
maintenance of absolute fidelity of medical images. 
Any imaging study transferred through the solution 
could be viewed with the same diagnostic quality as the 
original image, without artefacts or resolution 
degradations. This guarantee of image integrity is 
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crucial in neurosurgery, where minimal details can have 
major implications for diagnosis and surgical planning. 

The solution demonstrated a high interoperability 
success rate with existing PACS systems, particularly at 
the internal level within SJU Bacău. The validation and 
automatic DICOM tag correction functionalities proved 
effective in ensuring metadata compliance and 
facilitating the seamless integration of imaging studies 
into diverse heterogeneous IT environments [23]. This 
interoperability capability was a key factor in creating a 
functional digital ecosystem. 

4.3 Impact on Medical Decision-Making 

The most significant impact of the IT solution 
manifested itself at the level of the medical decision-
making process, optimising collaboration and 
improving the quality of care. 

Rapid, secure access to high-fidelity imaging 
significantly facilitated the acquisition of second 
medical opinions. Neurosurgeons were able to share 
complete studies with external specialists, regardless of 
their geographical location, in real time or near real 
time. This aspect is vital for complex cases, providing 
additional perspective and contributing to a more 
accurate diagnosis and better-founded therapeutic plan. 

With quick access to the imaging database and through 
the mobile component, medical decisions can be made 
in record time.  

 

Figure 2. Mobile screenshot taken while searching the 

PixelData database (Sources: SJU Bacǎu medical imaging 

database).  

Several clinical cases from SJU Bacău have 

demonstrated the critical role of data transfer speed 

[2]. In patients with acute craniocerebral trauma, as 

observed in Figure 3, where rapid neurosurgery is 

vital, the ability to instantly transfer CT images and 

obtain a quick decision from the on-call medical team 

or an external specialist significantly reduces the time 

to surgery [1], [39]. This reduction in response time 

had a direct impact on the patient's prognosis, 

minimising the risks of permanent neurological 

damage and improving the chances of recovery [1]. 

 

Figure 3. Fig. 1 Native brain CT examination performed on a 

patient with a head trauma, highlighting multiple brain injuries 

(Sources: SJU Bacǎu medical imaging database).  

5. DISCUSSION 

Following the concrete results obtained after the 

implementation of the IT solution at SJU Bacău, 

which demonstrate a drastic reduction in imaging 

access times [1], the elimination of dependence on 

physical media, and superior interoperability [2], 

[23], this section interprets these findings in the 

broader context of the specialised literature [12], 

evaluates the significant clinical and administrative 

benefits [40], and identifies the inherent limitations of 

the study and the implemented solution [41], [42], 

thereby contributing to the validation of global trends 

in digitalisation in neurosurgery. 

5.1 Interpretation of the Results in the Context of 

the Specialised Literature 

The PIXELDATA IT solution, implemented at SJU 

Bacău to standardise neurosurgical imaging, aligns 

with global digitisation trends and demonstrates the 

capacity to overcome challenges identified in the 
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specialised literature. The drastic reduction in time 

from investigation to visualisation and the 

elimination of dependence on physical media confirm 

the necessity and efficiency of investments in digital 

infrastructure, as highlighted by numerous studies 

regarding the importance of rapid access to data in 

emergency medicine [1]. 

Compared to other solutions on the market, the Bacău 

approach aligns with the fundamental principles of 

the DICOM standard [2], [13] and PACS systems [2], 

which are cornerstones of modern medical imaging 

management. The objective of eliminating physical 

media was achieved through the integration of a 

digital platform that fully replaced CDs/DVDs, 

optimising operational workflows and reducing the 

risks associated with manual data handling. A major 

challenge identified in the specialised literature is 

interoperability between heterogeneous systems and 

metadata quality [17], [19], [20]. Our solution 

directly addresses this issue through advanced 

functionality for validating and automatically 

correcting DICOM tags [23], a feature that 

distinguishes the implementation from simpler 

solutions that may struggle to maintain long-term data 

coherence [22]. This intelligent metadata approach is 

crucial to ensure not only data transfer but also their 

integrability and usability across diverse clinical and 

archiving systems. 

Integration with existing PACS systems demonstrates 

awareness of "information silos" and compatibility 

difficulties [6], [7]. The interoperability success at 

SJU Bacău validates the efforts to develop interfaces 

and APIs compliant with DICOM and HL7 standards, 

demonstrating a direction similar to that of other 

studies proposing solutions to improve data exchange 

in complex environments [18]. This directly reduces 

diagnostic time by ensuring instant, high-fidelity 

access to neurosurgical images, facilitating the rapid 

acquisition of a second medical opinion. In addition, 

securing data through advanced encryption 

algorithms, in compliance with GDPR regulations 

[24], positions the PIXELDATA solution among 

modern systems that prioritise the confidentiality and 

integrity of medical information. 

5.2 Clinical and Administrative Benefits 

The implementation of the PIXELDATA IT solution 

at SJU Bacău generated significant benefits at both 

the clinical and administrative levels, surpassing mere 

technological improvement and contributing to a 

holistic optimisation of processes, in accordance with 

the objectives of the study. 

By eliminating physical media, direct reductions in 

administrative costs were achieved for the 

acquisition, burning, labelling, transportation, and 

archiving of CDs/DVDs. The streamlining of 

working hours for medical and administrative staff, 

enabled by rapid access to images, optimised human 

resources. Furthermore, reducing diagnostic time 

during emergencies enables more efficient utilisation 

of hospital resources, including operating rooms and 

expensive equipment, thereby maximising treatment 

capacity and return on investment. Although the 

study did not precisely quantify these savings, the 

alignment with the specialised literature indicates that 

digitising workflows enhances efficiency and long-

term cost optimisation [43], [44]. 

The greatest benefits are seen in the quality of care 

and patient safety, which are directly linked to the 

objectives of reducing diagnostic time and ensuring 

data security. Instant access to high-fidelity imaging, 

secured by advanced encryption algorithms [24], 

significantly reduces the risk of diagnostic and 

treatment errors. The ability to quickly obtain a 

second medical opinion facilitates complex clinical 

decisions and contributes to a more precise 

therapeutic plan, significantly shortening the time 

required to establish the diagnosis and plan 

interventions. In neurosurgical emergency cases, 

where time is a critical factor, reducing data transfer 

latency directly impacts patient prognosis, 

minimising sequelae and improving postoperative 

outcomes. This approach is fully in line with the 

general objectives of digitalisation in healthcare, 

which aim to improve the quality of care and patient 

safety by optimising access to information [21]. 

5.3 Limitations of the Study and the Implemented 

Solution 

Although the results are promising, it is essential to 

acknowledge the study's limitations and the 

implemented solution to contextualise the findings 

and identify future directions. These limitations may 

influence the complete achievement of all the 

objectives of the work. 

Although the PIXELDATA solution has 

demonstrated a high interoperability success rate, 

complete integration with all external, heterogeneous 

medical systems remains an ongoing challenge due to 

the diversity of standards and software versions. 

Maintaining compatibility and adapting to new 

DICOM versions or other standards requires 

continuous investments in development and 

maintenance [20]. This can, to some extent, affect the 

reduction in diagnostic time across the entire regional 

medical ecosystem if partners lack compatible 

infrastructure. Another aspect is the dependence on 

network infrastructure; high latency in external 

networks can impair the transfer performance of very 
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large images, thereby limiting the efficiency of 

achieving the objectives of speed and accessibility. 

A limitation of the retrospective study is the lack of a 

direct control group, which could have provided a 

more rigorous basis for quantifying the benefits of 

reducing diagnostic time. Additionally, the long-term 

impact on costs and clinical outcomes requires 

continuous monitoring and a longitudinal study to 

fully validate the return on investment and success in 

achieving the objectives of resource optimisation. 

Nevertheless, the positive user feedback and the 

immediate impact on operational efficiency and 

decision-making underscore the solution's intrinsic 

value, despite the limitations. 

6. CONCLUSIONS 

6.1 Summary of the Main Conclusions 

The present study investigated and demonstrated the 

effectiveness of implementing the PIXELDATA IT 

solution in standardising and optimising 

neurosurgical imaging data workflows at Bacău 

County Emergency Hospital. The overarching 

objective of creating a secure digital ecosystem for 

managing and standardising the exchange of 

neurosurgical imaging data was achieved by fulfilling 

the formulated specific objectives.  

By implementing the PIXELDATA platform, a drastic 

reduction in the time from the completion of the 

investigation to the neurosurgeon's visualisation of the 

images was demonstrated. This is crucial in 

neurosurgery, where short response times can 

significantly influence the patient's prognosis [1]. The 

solution's capacity to provide instant, secure access to 

high-fidelity images facilitated the rapid acquisition of 

a second medical opinion and accelerated diagnostic 

and intervention planning, directly contributing to 

improved medical care quality and patient safety. 

In addition, the specific objectives of the work were 

successfully achieved: 

• Elimination of physical media: The PIXELDATA 

platform has largely eliminated the need for CDs/DVDs 

for image transfer and archiving at SJU Bacău, 

optimising the operational workflow and reducing risks 

associated with manual data management. 

• Reduction of diagnostic time: Instant and high-

fidelity access to neurosurgical images has significantly 

shortened the time required to establish the diagnosis 

and plan interventions, including by facilitating rapid 

access to specialised medical opinions. 

• Data security: By implementing advanced 

encryption algorithms and strict security protocols, the 

PIXELDATA platform has ensured the confidentiality, 

integrity, and availability of imaging data throughout 

transfer and storage, in accordance with current legal 

and ethical standards, including GDPR [24]. Intelligent 

management of DICOM metadata has ensured 

interoperability and data quality [23]. 

The success of implementing the PIXELDATA IT 

solution at SJU Bacău and the validated benefits open 

broad prospects for its extension and scaling, with 

necessary adjustments to address the remaining 

challenges. 

The modular architecture and interoperability 

capabilities of the PIXELDATA platform make it an 

ideal candidate for extension to all hospitals in Bacău 

County. Implementing such a solution at the regional 

level would strengthen a unified digital ecosystem, 

enabling centralised and standardised management of 

all imaging data. This extension would facilitate the 

secure and efficient exchange of imaging data between 

institutions, support the concepts of teleradiology and 

telemedicine, and ensure continuity of care at scale, 

especially for patients from medical units without 

specialised neurosurgery services who require 

consultation at SJU Bacău. 

Although a significant reduction in reliance on physical 

media was achieved at SJU Bacău, the study 

highlighted that the use of CDs/DVDs could not be 

eliminated, particularly for patients examined in other 

medical units outside the PIXELDATA system but who 

benefit from specialised neurosurgery services at SJU 

Bacău. 

To overcome these limitations and maximise the 

benefits of a regional platform, we recommend the 

following: 

Table 3. Recommendations for a regional platform (Sources: Author’s personal contribution).   

No. Proposals  Description 

1 Extension of integration Prioritising the integration of the PIXELDATA platform with the IT systems of 

partner hospitals in the county, to enable direct and secure transfer of images, 

eliminating the need for CDs/DVDs. 

2 Alternative solutions for non-

integrated units 

Developing and implementing secure upload solutions on the PIXELDATA 

platform for medical units that cannot be fully integrated immediately, facilitating 

the digitisation of data received on physical media. 

3 Awareness and training programs Continuing and expanding regional training and awareness programs to accelerate 

solution adoption and minimise resistance to change among medical staff in all 

involved institutions. 
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Through these extension and development efforts, the 

PIXELDATA IT solution can become a model of best 

practices in the digitalisation of health systems, 

contributing to the construction of a modern and 

resilient e-Health infrastructure in Bacău County and, 

potentially, at the national level. Such initiatives 

represent an essential step towards the medicine of 

the future, in which technological precision and 

efficiency directly contribute to improving 

population health and patient safety [2]. 

7. ACKNOWLEDGEMENTS 

We would like to express our sincere gratitude to the 

Bacău County Emergency Hospital Management for 

its essential contributions and for making high-

performance equipment available to carry out this 

study. These resources have significantly improved 

patient care and supported the neurosurgical team in 

delivering high-quality medical services. 

8. REFERENCES 

[1] Mr. S. Khan, T. Khaleeq, and K. Theivendran, 

“Assessment of urgent investigative images 

transfer effectiveness from trauma and 

orthopaedic to neurosurgery department: a 

quality improvement project,” BMJ Open 

Quality, vol. 14, no. 2, May 2025, doi: 

10.1136/bmjoq-2024-003126.        

[2] D. T. Andronic, O. R. Chivu, A. Semenescu, D. 

F. Marcu, and A. M. Țîțu, “Nonconventional 

Radiological Technologies and Processes Used 

for Neurosurgery in Correlation with Intellectual 

Property Protection with Direct Application in 

Healthcare Organization.” Jun. 2025. [Online]. 

Available:  

https://www.revtn.ro/index.php/revtn/article/vie

w/522        

[3] D. Khan, “Information and Communication 

Technology,” in IntechOpen eBooks, 

IntechOpen, 2019. doi: 

10.5772/intechopen.86599.        

[4] G. Tsafnat, R. Dunscombe, D. Gabriel, G. 

Grieve, and C. Reich, “Converge or Collide? 

Making Sense of a Plethora of Open Data 

Standards in Health Care,” Journal of Medical 

Internet Research, vol. 26, Mar. 2024, doi: 

10.2196/55779.        

[5] B. Schreiweis, B. Kinast, H. Ulrich, S. P. Pinto, 

and B. Bergh, “Open Health Knowledge 

Management Platform: A Comprehensive 

Evaluation of a Data-centric Approach for 

Patient Care and Research,” Research Square 

(Research Square), Mar. 2024, doi: 

10.21203/rs.3.rs-3951188/v1.        

[6] A. Torab-Miandoab, T. Samad‐Soltani, A. 

Jodati, and P. Rezaei‐Hachesu, “Interoperability 

of heterogeneous health information systems: a 

systematic literature review,” BMC Medical 

Informatics and Decision Making, vol. 23, no. 1. 

BioMed Central, Jan. 24, 2023. doi: 

10.1186/s12911-023-02115-5.        

[7] R. Ambalavanan, R. S. Snead, J. Marczika, G. 

Towett, A. Malioukis, and M. Mbogori-Kairichi, 

“Challenges and strategies in building a 

foundational digital health data integration 

ecosystem: a systematic review and thematic 

synthesis,” Frontiers in Health Services, vol. 5. 

Frontiers Media, p. 1600689, Jun. 20, 2025. doi: 

10.3389/frhs.2025.1600689.        

[8] H. Peixoto, A. Domingues, and B. Fernandes, 

“Steps towards Interoperability in Healthcare 

Environment,” in IGI Global eBooks, IGI 

Global, 2019, p. 482. doi: 10.4018/978-1-5225-

9863-3.ch023.        

[9] B. Bagger, “Telemedicin og 

egenomsorgskompetence: - en 

postfænomenologisk analyse af den KOL-syge 

borgers og sygeplejerskens relation medieret via 

telemedicinsk konsultation baseret på 

skærmopkald uden monitorering til støtte af 

egenomsorg,” Research Portal Denmark, p. 

323, Jan. 2019, Accessed: Jul. 2025. [Online]. 

Available:  

https://forskning.ruc.dk/en/publications/telemed

icin-og-egenomsorgskompetence-en-

postfænomenologisk-analys/        

[10] E. G. Spanakis, S. Sfakianakis, S. Bonomi, C. 

Ciccotelli, S. Magalini, and V. Sakkalis, 

“Emerging and Established Trends to Support 

Secure Health Information Exchange,” 

Frontiers in Digital Health, vol. 3, Apr. 2021, 

doi: 10.3389/fdgth.2021.636082.        

[11] K. Świtała, “Medical Data in the Digital Era - 

Legal Challenges Related to Providing 

Information Security, Applying GDPR and 

Respecting the Professional Secrecy,” p. 1457, 

May 2023, doi: 

10.23919/mipro57284.2023.10159891.        

[12] P. Cewe et al., “Evaluation of a Novel 

Teleradiology Technology for Image-Based 

Distant Consultations: Applications in 

Neurosurgery,” Diagnostics, vol. 11, no. 8, p. 

1413, Aug. 2021, doi: 

10.3390/diagnostics11081413.        

[13] S. Shivshankar, N. Makhija, and P. 

Mathusudhanan, “Digital Imaging and 

Communication in Medicine (DICOM): 

Biomedical and Health Informatics: Imaging 

and Interoperability Using HL7 and DICOM,” 



  

 31 

in Advanced technologies and societal change, 

Springer Nature, 2024, p. 299. doi: 10.1007/978-

981-97-3312-5_20.        

[14] W. D. Bidgood, S. C. Horii, F. Prior, and D. E. 

Syckle, “Understanding and Using DICOM, the 

Data Interchange Standard for Biomedical 

Imaging,” Journal of the American Medical 

Informatics Association, vol. 4, no. 3. Oxford 

University Press, p. 199, May 01, 1997. doi: 

10.1136/jamia.1997.0040199.        

[15] S. Nissen-Meyer, L. König, and M. Reiser, 

“Maintaining database consistency in an 

integrated, heterogeneous HIS–RIS–PACS 

environment,” International Congress Series, 

vol. 1256, p. 855, Jun. 2003, doi: 

10.1016/s0531-5131(03)00441-2.        

[16] K. S. Mann and A. Bansal, “HIS Integration 

Systems Using Modality Worklist and 

DICOM,” Procedia Computer Science, vol. 37, 

p. 16, Jan. 2014, doi: 

10.1016/j.procs.2014.08.007.        

[17] G. D. Rajendrakumar, “Interoperability 

frameworks for seamless healthcare data 

exchange,” World Journal of Advanced 

Engineering Technology and Sciences, vol. 15, 

no. 3, p. 820, Jun. 2025, doi: 

10.30574/wjaets.2025.15.3.0938.        

[18] S. N. Kasthurirathne, B. W. Mamlin, H. 

Kumara, G. Grieve, and P. Biondich, “Enabling 

Better Interoperability for HealthCare: Lessons 

in Developing a Standards Based Application 

Programing Interface for Electronic Medical 

Record Systems,” Journal of Medical Systems, 

vol. 39, no. 11, p. 182, Oct. 2015, doi: 

10.1007/s10916-015-0356-6.        

[19] F. Adebesin, R. Foster, P. Kotzé, and D. van 

Greunen, “A Review of Interoperability 

Standards in E-health and Imperatives for their 

Adoption in Africa,” South African Computer 

Journal, vol. 50. South African Institute of 

Computer Scientists and Information 

Technologists, Jul. 26, 2013. doi: 

10.18489/sacj.v50i1.176.        

[20] A. W. K. Yeung et al., “The promise of digital 

healthcare technologies,” Frontiers in Public 

Health, vol. 11. Frontiers Media, Sep. 26, 2023. 

doi: 10.3389/fpubh.2023.1196596.        

[21] M. H. Raju, M. U. Ahmed, and M. A. R. Ahad, 

“Health Informatics: Challenges and 

Opportunities,” in Intelligent systems reference 

library, Springer Nature, 2020, p. 231. doi: 

10.1007/978-3-030-54932-9_10.        

[22] D. Lameira and F. Ferraz, “Transversal PACS 

Browser API: Addressing Interoperability 

Challenges in   Medical Imaging Systems,” 

arXiv (Cornell University), Dec. 2024, doi: 

10.48550/arxiv.2412.14229.        

[23] H. Kondylakis et al., “Position of the AI for 

Health Imaging (AI4HI) network on metadata 

models for imaging biobanks,” European 

Radiology Experimental, vol. 6, no. 1, p. 29, Jul. 

2022, doi: 10.1186/s41747-022-00281-1.        

[24] A. Desai and M. Desai, “A Review of the State 

of Cybersecurity in the Healthcare Industry and 

Propose Security Controls,” Mesopotamian 

Journal of Artificial Intelligence in Healthcare, 

vol. 2023. p. 82, Dec. 09, 2023. doi: 

10.58496/mjaih/2023/016.        

[25] S. Vitabile et al., “Medical Data Processing and 

Analysis for Remote Health and Activities 

Monitoring,” in Lecture notes in computer 

science, Springer Science+Business Media, 

2019, p. 186. doi: 10.1007/978-3-030-16272-

6_7.        

[26] P. K. Yeng, D. Stephen, and B. Yang, “Legal 

Requirements towards Enhancing the Security 

of Medical Devices,” International Journal of 

Advanced Computer Science and Applications, 

vol. 11, no. 11, Jan. 2020, doi: 

10.14569/ijacsa.2020.0111181.        

[27] D. Andronic and A. M. Țîțu, “Management Of 

Imaging Evaluation Criteria In Pediatric Cases 

In Conjunction with Intellectual Property 

Protection,” Annals of the Academy of 

Romanian Scientists Series on Economy Law 

and Sociology, vol. 8, no. 3, p. 4, Jan. 2025, doi: 

10.56082/annalsarscieco.2025.3.4.        

[28] X. Larrucea, M. Moffie, and D. Mor, 

“Enhancing GDPR compliance through data 

sensitivity and data hiding tools,” JUCS - 

Journal of Universal Computer Science, vol. 27, 

no. 7, p. 650, Jul. 2021, doi: 10.3897/jucs.70369.        

[29] L. K. Babenko, A. S. Shumilin, and D. M. 

Alekseev, “Algorithm of ensuring confidential 

data security of the cloud medical information 

system,” E3S Web of Conferences, vol. 224, p. 

3023, Jan. 2020, doi: 

10.1051/e3sconf/202022403023.        

[30] G. G. Yamoah et al., “Data Curation for 

Preclinical and Clinical Multimodal Imaging 

Studies,” Molecular Imaging and Biology, vol. 

21, no. 6, p. 1034, Mar. 2019, doi: 

10.1007/s11307-019-01339-0.        

[31] L. Kreel, “Medical imaging.” 1991.        

[32] J. Muehlboeck, E. Westman, and A. Simmons, 

“TheHiveDB image data management and 

analysis framework,” Frontiers in 

Neuroinformatics, vol. 7, Jan. 2014, doi: 

10.3389/fninf.2013.00049.        



  

 32 

[33] V. M. G. Pacheco et al., “Pilot deployment of a 

cloud-based universal medical image repository 

in a large public health system: A protocol 

study,” PLoS ONE, vol. 19, no. 8, Aug. 2024, 

doi: 10.1371/journal.pone.0307022.        

[34] A. Nitrosi et al., “A Filmless Radiology 

Department in a Full Digital Regional Hospital: 

Quantitative Evaluation of the Increased Quality 

and Efficiency,” Journal of Digital Imaging, 

vol. 20, no. 2, p. 140, Feb. 2007, doi: 

10.1007/s10278-007-9006-y.        

[35] J. Hawkins et al., “Implementation and 

prospective real-time evaluation of a generalized 

system for in-clinic deployment and validation 

of machine learning models in radiology,” 

medRxiv (Cold Spring Harbor Laboratory), 

Mar. 2023, doi: 10.1101/2023.03.07.23286951.        

[36] A. Cervantes, S. D. Treuille, and I. C. Alcántara, 

“Implementing an Integrated Large-Scale 

Clinical Information System for ISSSTE’s 

Hospital Network in Mexico,” SN 

Comprehensive Clinical Medicine, vol. 3, no. 2, 

p. 444, Jan. 2021, doi: 10.1007/s42399-020-

00713-2.        

[37] “Education of health care personnel in the 

context of the 4.0 revolution in medicine,” 

Scientific Papers of Silesian University of 

Technology Organization and Management 

Series, vol. 2025, no. 215, Jan. 2025, doi: 

10.29119/1641-3466.2025.215.1.        

[38] J. Mareš, “Resistance of health personnel to 

changes in healthcare,” Kontakt, vol. 20, no. 3, 

Apr. 2018, doi: 10.1016/j.kontakt.2018.04.002.        

[39] D. Andronic, A. M. Țîțu, and A.-F. Iamandii, 

“Management of exploration of traumatic 

injuries through protocols in the field of 

neurosurgery and the importance of intellectual 

property in this context,” Journal of Research 

and Innovation for Sustainable Society, vol. 6, 

no. 2, p. 7, Nov. 2024, doi: 

10.33727/jriss.2024.2.1:7-17.        

[40] N. Hasani, A. F. Hosseini, and A. Sheikhtaheri, 

“Effect of Implementation of Picture Archiving 

and Communication System on Radiologist 

Reporting Time and Utilization of Radiology 

Services: A Case Study in Iran,” Journal of 

Digital Imaging, vol. 33, no. 3, p. 595, Jan. 2020, 

doi: 10.1007/s10278-019-00314-z.        

[41] M. Al-Hajeri and S. G. S. Shah, “Limitations in 

and Solutions for Improving the Functionality of 

Picture Archiving and Communication System: 

an Exploratory Study of PACS Professionals’ 

Perspectives,” Journal of Digital Imaging, vol. 

32, no. 1, p. 54, Sep. 2018, doi: 10.1007/s10278-

018-0127-2.        

[42] L. G. D. Strohm, C. Hehakaya, E. Ranschaert, 

W. Boon, and E. H. M. Moors, “Implementation 

of artificial intelligence (AI) applications in 

radiology: hindering and facilitating factors,” 

European Radiology, vol. 30, no. 10, p. 5525, 

May 2020, doi: 10.1007/s00330-020-06946-y.        

[43] B. Lucke‐Wold, “Innovation in Neurosurgery: 

Lessons Learned, Obstacles, and Potential 

Funding Sources,” Neurons and Neurological 

Disorders, vol. 1, no. 1, p. 1, Dec. 2022, doi: 

10.58489/2836-8851/003.        

[44] N. Agrawal, N. Sharma, T. Jamwal, K. Singh, V. 

Siddharth, and S. Satpathy, “Optimizing costs 

and sustainability for Gamma Knife 

Radiosurgery: A cost and breakeven analysis at 

India’s largest Neurosurgery Centre,” medRxiv 

(Cold Spring Harbor Laboratory), Jun. 2024, 

doi: 10.1101/2024.06.13.24308916.   

 

 


