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SECURITATEA EUROPEANA SI RAZBOIUL CIBERNETIC

EUROPEAN SECURITY AND CYBER WAR
GL. mr. (r) prof. asoc. dr. Constantin MINCU”

Rezumat: Autorul incearca, in limita spatiului acordat, sa readuca in atentia celor
interesati problema complexd, cu dezvoltare rapida la nivel global, privind riscurile,
amenintarile §i vulnerabilitatile cibernetice, mergdnd pdna la nivelul de , razboi
cibernetic” cu implicarea directd a unor actori statali si a unor grupuri sponsorizate §i
protejate de actori statali. Informatii de ultima ora demonstreaza ca pericolele sunt mult
mai grave decdt se considera in urmd cu gase luni.

Sunt prezentate unele mijloace si vectori de atac, precum §i unele masuri legislative,
administrative, tehnice si in domeniul resursei umane pentru a spori capabilitdtile pentru
protectia utilizatorilor individuali, companiilor, structurilor guvernamentale §i a celor
militare.

Cuwvinte-cheie atacuri cibernetice, razboi cibernetic, vulnerabilitati, amenintari
cibernetice, John McAfec.

Abstract: In the limits granted for the material, the author tries to bring to the
attention of those interested in the complex problem, fast growing globally, of cyber risks,
threats and vulnerabilities, up to the level of “cyber war” with direct involvement of the
state actors and some groups sponsored and protected by state actors. Up to date
information shows that the dangers are much more serious than is often believed six
months ago.

Here are also presented some tools and attack vectors, and measures in the
legislative, administrative, and technical and human resources fields created to increase
capabilities to protect individual users, companies, government agencies and the military
structures.
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