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Rezumat: In zilele noastre, totul este controlat de tehnologie si mai ales de
computere. Amenintarile cibernetice la adresa unui sistem controlat se refera la persoanele
care incearcd sa obtina acces neautorizat la un dispozitiv si/sau o refea, folosind o cale de
comunicatie a datelor. Acest acces poate fi directionat din interiorul unei organizatii, de
catre utilizatori din cadrul organizatiei respective, sau din locatii externe, de personae
necunoscute care folosesc internetul. Amenintari la adresa sistemelor de control pot veni
din numeroase surse, printre care guverne ostile, grupari teroriste, angajati nemulfumiti, si
intrusi rauvoitori. Amenintarea potenfiala pe care o reprezintda terorismul cibernetic a
declansat un semnal de alarma deosebit de serios. Numerogi specialisti in securitate,
politicieni si altii au vorbit despre pericolele asociate teroristilor cibernetici care ar
patrunde in sistemele de computere guvernamentale si private, producdind daune
considerabile in domeniile militar, financiar, de servicii ale statelor cu economie avansata.
Fara indoiala, terorismul cibernetic este o optiune foarte avantajoasd pentru teroristii
zilelor noastre, care pun mare pref pe posibilitatea oferita de acesta de a ramdne in
anonimat §i de a provoca pagube considerabile, ca si pe impactul sau psihologic §i
atractivitatea pentru media. Pentru a contracara aceste ameninfari este necesard crearea
unei bariere cibernetice sigure care sa protejeze sistemul; astfel, statele se confrunta cu
provocarea de a crea o societate ,,invulnerabila” din punct de vedere cibernetic, dar in
care sda functioneze in continuare drepturile si libertatile democratice actuale. De
asemenea, trebuie gasite solutii pentru aceasta problemda complicata, fara a intrerupe
conexiunile curente si sistemele aflate in functiune in momentul de fata, astfel incat efectul
resimtit de societate sa fie mentinut la un nivel acceptabil.
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Abstract:. Nowadays technology and particularly computers are controlling
everything. Cyber threats against a controlled system refer to persons who attempt
unauthorized access to a device and/or network using a data communications pathway.
This access can be directed from within an organization by trusted users or from remote
locations by unknown persons using the Internet. Threats to control systems can come from
numerous sources, including hostile governments, terrorist groups, disgruntled employees,
and malicious intruders. The potential threat posed by cyber terrorism has raised
considerable alarm. Numerous security experts, politicians, and others have publicized the
danger associated with cyber terrorists hacking into government and private computer
systems and crippling the military, financial, and service sectors of advanced economies.
Cyber terrorism is, to be sure, an attractive option for modern terrorists, who value its
anonymity, its potential to inflict massive damage, its psychological impact, and its media
appeal. To protect against these threats, it is necessary to create a secure cyber-barrier
around, the states are facing the challenge of creating a “cyber proof” society while
maintaining the actual democratic liberties. Also, they have to seek solutions to this
complicated issue, without interrupting the current connections and systems in place, so the
effect on society is kept to an acceptable level.
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